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— Small Business Security

Internet safety and security are of high concern in today's connected world. The Internet has
opened up many possibilities: from entertainment to e-commerce to information. Unfortunately, it
has also opened up a virtual Pandora's Box. Many criminals have replaced their traditional
methods and are now turning to cyber crime. Cyber criminals steal, blackmail, kidnap and extort
just like their non-technical counterparts.

A home computer typically stores and process information about its owners. Business servers on the
other hand, store and process much more data. In addition to account numbers and passwords,
business servers often company financial data, employee records, client data, transactions and
much, much more.

Recently enacted laws concerning cyber security place the responsibility of securing data in the
hands of the data's administrator. In other words, securing data is now the responsibility of the
company that stores it. If the data is stolen, the company can be held liable if it has acted
negligently towards the data's safekeeping.

With this in mind, small businesses must now monitor the security of their networks and train
employees to avoid social engineering, viruses, spyware and unsafe web sites. It has become
imperative for I.T. managers to 'harden’ servers and networks. Not only does this minimize the
chances that data is stolen, but in case there is theft, a company can show that it has made a
conscious efforts towards securing its data.

Let's examine some common forms of cyber crime crimes and how cyber criminals attempt to
gain unauthorized entry into computer systems.

Social Engineering

A common and dangerous form of cyber crime is social engineering. Social engineering is used to
trick innocent people into revealing passwords, giving out sensitive information and granting
unauthorized users access to computer systems. Social engineering involves a variety of methods,
ranging from shoulder surfing (looking over somene’s shoulder while they type in their password) to
pretending to call from a help desk to gain the trust of the person being tricked.
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Social Engineers can work in positions of trust (such as at a
technical support help desk) and very often use this
position to elicit unauthorized information. Always be on
guard when speaking to a person that is in a position of
trust. Ask yourself, “Why would an ISP's help desk
technician need my password?” Why would your credit
card company's customer service agent want your entire
social security number when they typically ask you just for
the last four digits? If the questions seem too personal, it's
okay to be suspicious.

Never give out information to someone who calls you
unless you are expecting the call. Always ask to call them
back. When you do, don't call the number they give you.
Instead, call the number on the back of your credit card,
the number listed in your company's help desk directory
or the number listed on your ISP's Web site.

Malware

Malware is a computer program (code) that runs on a
user's computer without the user's knowledge or consent.
Spyware, adware and viruses fall under the category
‘malware’. | am often asked “Why do people bother to
write viruses? Just to wreak havoc?”. The short answer is
no. Occasionally someone goes through the trouble just
to cause problems, but most malicious programs are
written for profit. The more dangerous ones are created
and operated by underground organizations that deal in
blackmail, extortion, theft and other illicit activities.

To avoid malware, make sure your computer's security
patches are up to date. Set your Internet browser to a
higher security level than what it is by default. You can
add sites, such as your bank, to a trusted sites list with
lower security settings. Keep your antivirus and anti
spyware programs up to date. Avoid downloading and
installing freeware, unknown software or allowing Active X
and Java components to be run from untrusted sites.
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Unsecured Systems

Unpatched, unsecured and improperly configured systems are easy targets for crackers. The
World Wide Web is constantly bombarded with broadcasts and bots looking for exploits. Exploits
are weaknesses in systems that have not been properly patched or updated, firewalls that have
been misconfigured, E-Mail servers that have open relay, et cetera. There is no limit of things that
can be done (or not done) to a server or firewall to make it unsecure. Misconfigured devices are
the kind of soft targets that many crackers hope their bots or broadcasts find.

How Are Security Breaches Exploited?

Once systems are compromised, there are several ways that they can be used. Here are some
varied (and all to frequent) ways that attackers utilize compromised systems.

Extortion Money can be requested in order to have a particular type of malware removed. Many
malware programs pester you with pop ups that remind you that the computer is infected. They
offer remedy in the form of a downloadable anti-virus program that can be purchased through

their link. Unfortunately, by doing this you risk credit card fraud and additional malware programs
being installed on your computer. Another form of extortion that may become main stream in the
next few years is viral cryptography. In viral cryptography, a virus encrypts data files to prevent you
from accessing them. You are locked out of your own data! The data is held hostage and the key
necessary to decrypt it is made available only after a ransom is paid.

E-Mail Harvesting Harvesting refers to the gathering of data from a user's computer. Computers
like to keep lots of information. Computers store information such as user names, passwords,
account numbers, Web sites you have visited, pictures you have seen, items you have purchased,
the e-mail addresses of people who you have corresponded with, and so on.

Computers keep these bits of information in cached files or in special holding files. To view an
example, type the letter 'a’ into the To: field of your Outlook mail client. You will see a list of
memorized E-mail addresses that start with the letter 'a’. How does Outlook know about this list?
Your computer keeps E-mail addresses in a special cache file. Spyware programs can harvest
these addresses and send them to someone who then uses them for sending spam.

If you start to receive a higher than usual volume of spam seemingly overnight, it's likely that
someone you correspond with has recently had (or still has) a computer virus or spyware infection
that harvests E-mail addresses. Although E-Mail harvesting is the most common form of harvesting,
programs can also harvest more personal and confidential information.

Theft Malware programs often target specific types of information. This information is captured
and transmitted back to the malware's owner. Keystroke logging programs can record keystrokes
and provide a record of what you have typed. Whether it is an instant messaging conversation or
the password to your bank account, it can be recorded and transmitted back to a cyber criminal.
If you suspect having malware, be careful what you type!
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Attacks Spammers, Crackers and Cyber Criminals make use of compromised systems as an attack
platform. A common form of attack, known as DDOS (Distributed Denial of Service) makes use of
tens of thousands or even millions of compromised computers to carry out an attack. The
compromised systems are known as 'zombies' because they are under the control of a cyber
criminal. When hackers carry out DDOS attacks, they signal their zombies via the Internet who in
turn, carry out the attacks. This year, millions of Zombies carried out an attack on an entire country.
After a dispute with Russia over the removal of a WWII memorial, Estonia's communications
infrastructure was attacked by hackers. The DDOS attacked, carried out by millions of zombies,
brought the country's communications infrastructure to a crawl for several hours.

Distribution of Illicit Materials ~ Compromised systems are often used to distribute illicit materials.
Underage pornography, copyright music and video, pirated software, and other illegal content

are uploaded to compromised servers. Once compromised, these servers server as a distribution
point.

All though all of this is extremely worrisome, it can be easily avoided. Companies can set a
computer usage policy and hold employees accountable for ignoring best practice and common
sense. Usage policies should be defined by the combined efforts of the I.T. administrator and
management. The usage policy should be enforced with hardware enforcement devices at the
gateway level. An example of this is a content filter.

Content filters allow or deny access to web sites based on categories. Other gateway devices
that enforce policies are virus, spam and E-mail filters. These devices scan all incoming (and
sometimes outgoing) traffic for viruses, spam and phishin' scams.

Security appliances are often good gateway products that combine several of these technologies
into a single, affordable device. Many security appliances route, have built in firewalls, support
vpn, content filters, intrusion prevention systems and spam blocking.

Properly configuring servers, routers and security appliances are key components in maintaining a
secure network. Even the best firewall in the world is useless if is improperly configured.

Small businesses IT managers should balance cost versus security before running out to their local
office supply store and purchasing the lowest cost router/firewall on the shelf. Business grade
products, although more expensive and harder to set up, are more reliable and have better
security features than the devices found in local office supply stores.

Most of the misfortunes | have seen that were caused by viruses, crackers, spyware and system
crashes, have been preventable. Small businesses should follow best practice, promote
education, enforce policy and have a reliable data backup device.
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